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Secure Sum Rate and Optimization in IRS-Assisted Dispersed Comput-
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Abstract: To address the collaborative requirements of high-security transmission and high quality of service (QoS)
in dispersed computing network under harsh wireless communication environments, this paper proposes a secure communi-
cation and resource optimization scheme for intelligent reconfigurable surface (IRS)-assisted dispersed computing network.
Firstly, due to the energy limitations of unmanned aerial vehicle (UAV) nodes, this paper studies a novel energy harvesting
(EH) scheme. By dividing the IRS passive reflection array in geometric space, some reflection elements are used for infor-
mation reflection, and some elements are used for EH, so as to realize the cooperation of information transmission and EH.
Secondly, the secure sum rate maximization optimization model in IRS-assisted dispersed computing network is formulated.
The model jointly optimizes multiple coupling variables such as user transmission power, IRS reflection element phase
shift, EH constraint and communication QoS, while improve the overall system security performance and resource utiliza-
tion efficiency. Since the formulated optimization problem is highly non-convex and the variables are strongly coupled, tra-
ditional optimization methods are difficult to directly obtain the global optimal solution. Furthermore, considering the char-
acteristics of dispersed computing network, such as high user mobility, rapidly varying wireless channels, and uncertain en-
vironmental states, a robust deep reinforcement learning (DRL)-based dynamic resource optimization algorithm is designed
to guarantee QoS in dynamic dispersed computing environments. Simulation results show that the performance of the IRS-
assisted dispersed computing network scheme based on robust DRL proposed in this paper not only outperforms existing
learning-based solutions but also achieves performance close to that of the exhaustive search method, verifying the effective-

ness and superiority of the proposed scheme.
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Figure 1 UAV-IRS assisted secure communication system model
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Figure 2 EH and signal transmission model for each time slot
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